CloudFlare

e Most people opt for CloudFlare for their free CDN service.

e They are pioneers in mitigating DDoS attacks using their Website
Application Firewall product.

e It keeps your site available to visitors under heavy traffic or an attack when
your servers are unresponsive.

e Their firewall blocks suspicious traffic before it reaches your website.

e It even protects your website from registration spam and comments spam.

e Free and Custom SSL certificates included with all their plans. Free and Pro
plans only allow you to use CloudFlare issued certs. For the custom
certificate, you have to choose their Enterprise or Business plan.

e You will need a paid plan for using WAF on your website. ($20 a month)

® You can setup page rules to exclude/include certain pages/functions

e You have the ability to delegate your account

e There’s no server scanning service and malware removal guarantee.

Sucuri

e One of the most trusted website monitoring & security services.

e [t offers comprehensive scanning for malware, website monitoring, malware
removal services, and DDoS protection.

e Sucuri offers CloudProxy which is a loading balancing and website firewall
service. It helps in blocking suspicious traffic from reaching your website by
blocking bad bots, code injections, and other website threats.

e [t offers free Let’s Encrypt SSL for their basic plan. You need to upgrade to
professional and business plans for using custom SSL certificates.

e Scans your website regularly for malware, code injection, and file changes.
They clean up hacked sites and support WordPress, Drupal, Joomla, and all
other popular CMS software.

Main Differences

Cloudflares CDN has a larger footprint



Sucuri does malware scanning server side via a plugin (Our hosting we handle it

Cloudflare allows you to delegate account access.



